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Letter
From Us

Dear Fellow Consumers,

We at Scambook want to shed light on what has impacted the daily lives 
and pocketbooks of consumers for too long – scams.   Scams impede the 
lives of thousands of people, and have cost them over $1 billion in the 
United States alone.  Making informed decisions when purchasing a 

consumers spend wisely. 

With over $1 billion in total reported damages submitted to Scambook, we 
want to share this report with you to uncover the “who, what, where and 
how” of scams.

All the Best,
Scambook

Scams impede the lives of thousands of 
consumers, and everyone is a consumer.
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Executive
Summary

prevention.  You will also discover the key elements of how Scambook 
helps support positive consumer experience from this report. 
 
Scams and the problems they pose

problem they have become in the economy. 

Trending scams and complaints of 2012

how you can quickly spot them.

Scam and bad business practices prevention

provide helpful tips on how to protect your personal information, what 
telltale signs to look for in a scam and what you can do as a consumer to 
raise awareness.

How to use this report
Regardless of whether or not you have 
been scammed, there’s something here 
for you.  As a consumer, it is vital to arm 
yourself with knowledge about scams 
that are consistently on the rise.  
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The Big
Picture

Scambook Statistics

Over $1 billion in damages have been reported to Scambook since 
launching in June 2011.

Nearly 70% of complaints submitted to Scambook are false advertis-
ing complaints.

Complaints on over 40,000 companies have been reported to Scam-
book.

False advertising has generated the most total reported damages on 
Scambook at over $650 million.

Consumers reported more than $29 million in damages from text 
messaging scams, a trending Scambook category recently launched In 
March 2012.

A look at the numbers
False Advertising is at the top of the list 
for the most prevalent type of scam in 
2012.  

|  p05

Nearly 70% of 
Scambook complaints 

are from False 
Advertising!
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Industry Wide Statistics

more than $48 billion a year.[i]

30 million Americans, ages 18 and older, were victims of consumer 
fraud during a one-year period, according to the Federal Trade Com-
mission.[ii]

An estimated total of 125 trillion spam messages have been sent out 

day for spam, and Saturday, the least. 8am EST sees the highest vol-
ume during any day.[iii]

About 3,500 new sites harboring malware are set up every day.[iv]

One third of all adults have at some time, been approached with 
scams. Lottery cons are the most common, followed by bogus grants 
and work-at-home schemes.[v]

A look at the numbers
I
business.  
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27.3 million people
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How Scams
Affect

Effects of Scams and Bad 
Business Practices on the 
Consumer

explosion of the Internet has opened the door for scammers to 

and we highlight how in this section.

Economic distress as a direct conse-
quence of scams.

Added socioeconomic decline due to 
budget cuts on city-operated services, 

public transportation.

Indirect economic losses passed down 
by large corporations due to losses.

Emotional and psychological problems 
placed on the scam victims.[i]  
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Emotional Effects Among 
Consumers

Victims of scams are more susceptible to stress-related complications 

and psychological problems. When scams evolve into crimes such as 

if they not only lost their money, but their sense of security, self-es-

teem and dignity as well. For some, this may be an ordeal that takes 

years to resolve.  Also, scam victims may feel lonely or embarrassed 

problems and prevent someone from providing adequate monetary 

support for their family.

Victims of scams are more susceptible to 
stress-related complications and psycho-
logical problems.
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How Big Is
The Problem?

e 2010 Internet Crime Report demon-
strates how pervasive online crime has 

-

their victims and the perpetrators. 

Complaint Demographic by Age
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Top 10 Countries Ranked by Number of Complaints

51.0%  United States
8.3% Great Britain
4.3% Australia
2.3% Canada
0.6% New Zealand
0.5% China
0.3% Spain
0.3% Ireland
0.3% France
0.2% India

1.   California  21.6%
2.   Florida   14.1%
3.   Texas   13.7%
4.   New York  11.4%
5.   Pennsylvania  7.9%
6.   Illinois   7.2%
7.   Ohio   6.6%
8.   North Carolina 6%
9.   Georgia   5.9%
10. Michigan  5.5%
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Top 10 U.S. States Ranked by Number of Complaints
This map highlights the top 10 states in the U.S. that file the most complaints.

Top 10 countries in the world that file the most complaints.  The U.S. ranks at #1 with 51%.
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Growth Rate of 3 Prevalent Scams from 2006-2010

With a five-year growth of over 8%, Identity Theft is on the rise and will have to be monitored closely over the next few quarters.

|  p11

Overall scams have shown steady 
growth from 2006 to 2010, with 
Unauthorized Credit Card Charges 
peaking in 2008. From 2008 to 2009, 
check fraud spiked from 5.4% to 

-
ous growth from 2.5% to 8.2% from 
2008 to 2009.

Scam Alert: Keeping you one step ahead of the scammers.
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Trending 
Scams

For 2012

Unauthorized Credit Card Charges
Case Study: JustFab.com

Smishing
Case Study: Walmart Text Spam

Social Media/Networking
Case Study: XDating.com

Penny Auctions
Case Study: ZBiddy.com

Job Scams
Case Study: Secret Shopper

Government
Case Study: GrantAssist.com

Lottery, Sweepstakes, and Contest Scams
Case Study: Publishers Clearing House

Payday Loan Scams
Case Study: LoanFromPhone.com
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Scambook case study on next page

Unauthorized
Credit Card Charges How it works

1. Consumer orders a product via TV infomercial or online. 

2. 

3. 
a consumer’s credit card number and other personal information, 
which can then be misused or sold to identity thieves. 

4. Many times, these recurring charges are for smaller amounts such 
as $9.99 or $14.99 in an attempt by the fraudulent party to avoid 
being detected.

5. Unauthorized credit card charges may occur in a variety of ways, 
such as:
• Coupon click fraud
• Recurring monthly charges
• Mail and internet order fraud
• Skimming (the use of an electronic device to record the account 

number, cardholder’s name, and other information from the 
magnetic strip on the back of a credit card).

• Account takeover

Unauthorized credit card charges occur 
when someone other than the cardholder 
or a person who has the actual implied 
or apparent authority to use the credit 
card does without the primary cardhold-
er’s consent.  

|  p13
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Scambook case study: JustFab.com
JustFab.com also known as Just Fabulous is a shopping site selling shoes and handbags for $39.95, 

Scambook users have 
reported 98 complaints 

and $8,048 in total 
reported damages from 

JustFab.com

inquire about cancellation and refunds of the monthly charges, 

their Terms of Service, the logistics of their VIP membership 
program.  However, they do not inform consumers of the re-
curring $39.95 monthly charge.

 Similar companies to JustFab.com include: 
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Scambook case study on next page

Smishing
How it works

1. 

2. 
personal contact information, such as name, phone number, ad-
dress and email address. 

3. -
formation will be sold to other businesses for their own purposes, 
which means you will receive calls from telemarketers and junk 
mail.  

4. Once this information is entered the consumers may be asked to 
take part in a series of surveys. Once the surveys are complete the 
consumer is guided through a series web pages where they have to 

Smishing is the newest scam and will be 
a rising star in the scam industry this 
year.  Formed from the terms ‘SMS’ and 
phishing, smishing pushes consumers to 
either call a toll-free number or visit a 
bogus website.  
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Scambook case study: Walmart Text Spam
Walmart, one of the world’s leading retailers and ranked as the 18th largest public corporation in 
the world according to the Forbes Global 200 list, is a consumer-favorite with their staple slogan, 
“Save money.  Live better.”

Scambook.com received 
over 2,000 complaints 

about the $1000 Walmart 

Consumers receive a text message informing them they have won 

redeem.

Originating from the URL evoke.get-goodies.com, the homepage 
leads you through what seems to be a simple process of registering 
basic information.

Once consumers visit the website, they are required to take further 

and results in a taking the consumer to a page where credit card 
information is imperative to move forward.   

 More Walmart gift card sites reported to Scambook: 
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© 2012 Scambook  |  www.scambook.com  |  May 2012

Scambook case study on next page

Social Media /
Networking How it works

1. Social media spammers post comments on people’s social media 

2. Spammers will also create fake pages to get people interested in 
joining or following their page, and then will spam their followers. 

3. In addition to spamming, scammers created phony online dating 
sites to bait people into subscribing to their services.

Social media has grown exponentially in 
the past few years, opening up a ton of 
room for scammers to target online users 
of social media sites such as Facebook, 
Twitter, LinkedIn, Pinterest, etc.

|  p17
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Scambook case study: XDating.com
XDating.com is an online dating site connecting members with one another for a monthly mem-
bership fee.

Scambook.com received 
over 350 complaints and 
$24,038 in total reported 
damages for Xdating.com

Consumers are required to create an account in order to connect 
with other users. Upon creating an account, users will receive a 
handful of messages.

they do not receive any more responses from other XDating.com 
members.

Another social networking site reported to Scambook: 
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Scambook case study on next page

Penny
Auctions How it works

1. An item is put up for bid at a starting price of $0.01 for a time limit 

2. 
As time winds down, customers can place a bid, which will add one 
cent to the auction price, as well as 15 seconds to the time remain-
ing. 

3. Once the allotted time elapses, the highest bidder wins, regardless 

cost of the merchandise sold, allowing penny auctions to easily 
advertise the amazing deals.  

4. With online penny auctions, consumers do not end up receiving 
the items won from the auction, or they will encounter recurring 
monthly charges from entering their credit card number for a mem-
bership to the site.

Penny auctions are hosted online and 

$0.01 and continues to increase for every 
bid made from a consumer.

|  p19
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Scambook case study: ZBiddy.com
ZBiddy is an online penny auction where users purchase bids in order to participate in an auc-
tion.

Scambook users have 
reported 565 complaints 

and $59,988 in total 
reported damages from 

ZBiddy.com

ZBiddy is an online penny auction site featuring a variety of prod-

on their account.

that never arrive.

 Other penny auctions reported to Scambook include: 

- DealFun - 853 complaints/$168,517 reported
- NoMoreRack- 202 complaints/$116,081 reported 
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Scambook case study on next page

Job
Scams How it works

1. Scammers catch the attention of job seekers through posting job 
-

cally appear on websites such as Craigslist.  

2. 
consumer into wiring money or sending a check to receive a how-to 
guide to work from home. 

3. What the ‘employers’ will usually tell the job seeker is to pay for the 
manual, guide, or video and send nothing in return.  

Employment rate is climbing back up 
the charts, but there are still millions of 
consumers who are still looking for work, 
which is how job scams quickly became a 
trend in 2012.

|  p21
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Scambook case study: Secret Shopper

Scambook.com has 
received 45 complaints 
and $83,672 in reported 

damages for Secret 
Shopper.

Job seekers receive solicitations in the form of surveys via email or 

wire money to qualify the consumer for the secret shopper position.

More secret shopper solicitations reported to Scambook are: 
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Scambook case study on next page

Government
How it works

1. 
to call a toll-free number for more information. 

2. 

name like the “Federal Grants Administration.”

3. -
fy” to receive a grant. FTC attorneys say calls and come-ons for free 

4. In either case, the claim is the same: your application for a grant is 
guaranteed approval, and you’ll never have to pay the money back.

consumers into applying for grants is an-
other scam quickly on the rise.  “Because 
you pay your income taxes on time, you 
have been awarded a free $12,500 gov-
ernment grant! To get your grant, simply 
give us your checking account informa-
tion, and we will direct-deposit the grant 
into your bank account!”

|  p23
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Scambook case study: GrantAssist.com
GrantAssist.com is a source to obtain information about applying for and receiving government 
grants.

Scambook users have 
reported over 550 

complaints and $43,061 in 
total reported damages for 

GrantAssist.com

secure a government grant.  GrantAssist ensures access to billions 
of dollars of available grant money if you follow their step-by-step 
instructions.   

Consumers are then directed to enter credit card information as 
GrantAssist “has been forced to charge a small postage and handling 
fee to ship the kit due to overwhelming demand.”

Once credit card numbers are submitted to GrantAssist, consumers 

 Other grant services reported to Scambook include: 
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Scambook case study on next page

Lottery, Sweepstakes
and Contest Scams How it works

1. -

2. 

card information, or a bank account number to claim your ‘free’ 

3. Lottery, sweepstakes and contest scams take consumers through 
similar steps as the Walmart text message scam.  Consumers are 
asked to take part in a series of surveys, then guided through a se-
ries webpages where they have to “participate” in a certain amount 

Consumers are told they have won a 
sweepstakes and in order to redeem their 
winnings, they must send in a check to 
cover certain fees. 

|  p25
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Scambook case study: Publishers Clearing House
Publishers Clearing House is a direct marketer of various products, such as magazine 

Scambook users have 
reported 188 complaints 
and $10,881,835 in total 

reported damages 

games hosted on the Publishers Clearing House website, but never 
receive any credit or products they win.  

card information so you can continue to “win $5,000 every week.”

Another lottery scam reported to Scambook:  
- Jamaican Lottery Scam – 4 complaints/$26,000 reported
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Payday
Loan Scams How it works

1. 
provide consumers any details of the payday loans and usually be-
come defensive when questioned.  

2. 
and in some cases, physical violence if they refuse to pay. In many 
cases, the “agents” even resort to harassment of the victim’s rela-
tives, friends and employers.

3. Some scammers even instruct consumers to a fax a statement 
declaring the consumer will never dispute the debt and agreeing 
to pay a certain dollar amount using a prepaid visa card or wiring 
service.  

-

instantly approved loans for consumers 
in need of a payday advance.
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Scambook case study: LoanFromPhone.com

loans. 

Over 100 complaints and 
$22,383 in total reported 

damages to Scambook.com

Consumers are required to enter their phone number on Loan-
FromPhone.com.  Representatives from LoanFromPhone.com then 
contact the consumer, informing them they have been approved for 
a loan.  

information in order to receive their loan.  Consumers have claimed 

their accounts.

Additional Payday loan offers reported to Scambook are: 
- National Payday – 34 complaints/$9,928 reported

- Williams Online Credit – 26 complaints/$3,057 reported
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1. 

2. Avoid transactions involving Western Union, wiring money, 
checks, etc., because you will be responsible for all the costs.  
Use PayPal.

3. When entering your personal information online, always check 
to make sure the URL ID is secure. Not all scam sites will try to 
show the “https://” and/or the security lock.

4. Do not click on or respond to online ads or websites offering free 
gift cards.

5. Always use a credit card instead of a debit card when purchasing 
online. Credit card companies are more likely to reimburse you in 
cases of fraud. 

6. Be protective of your password.  If a page on the Internet asks for 
your Facebook password, make sure it is a real website and not a 
phishing attempt.

Online/Email

Be wary of suspicious emails 
with urgent requests for personal 
financial information.

#1
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Scambook
advice

Scambook keeps you one step ahead 
of the scammers by giving you some 
simple and practical advice to avoid 
getting scammed by some of the most 
common ploys
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1. 

2. Determine whether there will be more than one payment required 
to purchase the product.  Phrases like “3 easy payments” can be 
easily overlooked and may not be clearly noted on the check out 
page or over the phone.

3. Determine whether there is a free trial or “negative option.”  A 
negative option requires the consumer to opt-out of a recurring 
subscription by contacting the seller.  If a consumer fails to do 
this, he or she will be automatically enrolled in a monthly charge.

4. Be careful in choosing or agreeing to “upsells.”  Make sure you 
clearly understand the terms and requirements of any extra prod-
uct or service being offered.

Infomercials

When purchasing infomercial 
products, pay close attention to the 
total cost. This includes shipping 
and handling, not just the advertised 
“special” price. 

1. 

2. If you get a voicemail message from your credit card company 
asking you to call back, only call back using the number listed 
on the back of your card. Never respond directly to the contact 
number offered in the message.

3. Avoid salespeople/companies who are pushy and require you to 
make a decision within the same day.

4. Always ask detailed questions. It’s almost guaranteed that the 
scammer will not know all the answers.

Telephone Calls

Do not give out your checking 
account number over the phone 
unless you know the company and 
understand why the information is 
necessary.

Scambook advice: continued...

#1 #1

|  p30



© 2012 Scambook  |  www.scambook.com  |  May 2012

1. 

2. Beware of charities with names similar to other well-known 
charities.  When in doubt, research the organization. 

3. Avoid charities that require you to wire money and/or enter your 
personal information in response to their email pitch.

4. Don’t act upon any charity or disaster relief donation requests via 
email. Most legitimate organizations won’t solicit people through 
email unless you’ve donated to them in the past.

5. Use trusted news sites or major media organizations to search 
for news on disasters instead of links that appear on the Internet.

Charities/Natural Disasters

Find out as much information as 
possible about the charity – name, 
address, phone number and contact 
person.

Scambook advice: continued...

#1
1. 

2. Complete every detail in your passport. Be sure to sign it and fill 
out the emergency information page.

3. If you’re planning a vacation, arrange for someone to pick up your 
mail or use the USPS hold mail service to ensure your mail is held 
safely while you’re away.

Travel

Look up the details about the hotel 
you are looking to book and check out 
its reviews.

#1
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1. 

2. Request to receive your return electronically, so that you don’t 
risk scammers stealing the paper check from your mailbox.

3. The IRS won’t send emails or call to ask for your personal infor-
mation.  Don’t share your personal information with anyone.

Taxes

Do proper research to make sure the 
firm or accountant you choose to work 
with is credible.

To report any suspicions of scams, contact the Federal Trade Commission or your 
state’s attorney general.

#1 #1
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About
Scambook

Scambook’s goal is to bring attention to bad business practices and scams 
everywhere.  We aim to set a higher standard of business and consumer 
relations and educate our users on current scams and complaints.

share evidence and document their experience with businesses.  Our sys-

and consumer have reached an agreement, providing the business with 

providing consumers with an outlet to share their experiences, we encour-
-

port when necessary.

With over $1 billion worth of reported damages and counting, we strive to 

For more information on Scambook you can:
Read our Blog at www.scambook.com/blog
Connect with us on Facebook
Follow us on Twitter
Contact us directly at press@scambook.com
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